NMOCNYIABIA BAO B YKPAIHI 3 KIBEP3BAXUCTY

KOPNMOPATUBHUX MEPEX

JlaHi aBTOPUTETHUX AKEepes CTBEpPKYIOTb, WO 3arajbHa Ki/JIbKiCTb Kibep3nouuHis BHacnigok naHgemii COVID-19
36inbwmnack y HeliMoBipHi X7 pasiB! Lia cTaTucTuKa MicTUTL AK A06pe BigoMy couia/ibHy iHXKeHepito WwoA0 iHpinbTpaLyii
3/10BMUCHUKIB Y KOPNOPaTUBHI CUCTeMU, TaK i 6isbll aKTya/bHi aTaku 3 NpuMBoAy UMpPYBaHHA AaHMX Ta NoAasbliOro
WaHTaXy LWoA0 BUKYNY B KPUNTOBaNIOTaX.

BogHouac 36isblIeHHA BUKOPUCTaHHA XMapHUX PillleHb Ta remote cepBiciB y pa3u 36i/bLy0Tb NOTEHLiNHI MOXAMUBOCTI
419 3N10BMUCHUKIB. | AKWO paHiwe 6y/10 cKaagHile NpOHMKATK B Mepexi (ToMy o 6aHasibHO 6Y10 MeHLLe TOUOK BXOAY),
TO B Cy4YacHMX yMOBax MepuMeTp aTaku HabaraTo MaclwTabHiWwmi 3aBAAKM 6iNbLLil KiNbKOCTI NPUCTPOIB i cepBiciB y

30BHiLUHbOMY BUKOPUCTaHHI.

B ToMy BUnagkKy, aKwo:

IT-inppacTpykTypa

po3BMBanach Ayxe 3a yac Big no4aTKy
AWHaMIYHO B . NaHAeMii B |
OKpeMi nepiogu NiAKAYUAN HOBI
B MMHynOM)y XMapHi cepBicu
(puBRamm
) . Y cBoii
PaHiwe Bawa _Cnywba i3 KOMepL,inHil
KOMNaHia Kibepbesnekn aK AIANLHOCTI BK
noCTpaXAana OKPEMWiA Niapo3ain @ onpaLboByeTe
BiZ Ai XaKepiB 3 ABUNACH HE TaK BENMKY KiNbBKICTb
4K IHCalAepiB AaBHO (aeKinkKa nepcoHanbHUX
pOKi& ToMy) di3nyHux ocib

HaMOBIpHille, Balla KOpPNOpaTUBHa Mepexa NoTpebye MOHITOPUHIY Ha HasABHI KibepBpa3NMBOCTi.

CKOPUHT KIGEPBPA3J/INBOCTEU

LLLO LIE?

YHiBepcanbHe pilleHHS, 3a AOMNOMOrol AIKOro 6i3HeC MoXe BU3HAYUTU NJOLYy &2 ImmuniWeb’
or Application Security

aTaku, MpoBeCcTU OLiHKY Ha BiAMoOBigHICTb BMMoram 6esneku n ranysesum

CTaHAapTaM, a TaKOX BUABUTMU MNOTEHLiMHI BUTOKM flaHUX.

HABILWWO NOTPIBHO?

Lljo6 6ymu B Kypci BCix nomeHyitiHux Lljo6 ycyHymu ix i makum YuHoM
Kibep-Bpasnusocmell, AKi MOXXymb 6ymu paduKanbHO 38y3Uumu NOMeHYitiHy
BUKOpPUCMaHI 3/10BMUCHUKaMU. naowy amaku 3 Mepexi.



https://www.embroker.com/blog/cyber-attack-statistics/

AK MPALHOE?

3a gonomoroto Al-anroputmis naatpopmmn ImmuniWeb cneuianisosaHui
KoMnekc Discovery foCniAXy€e NOTOYHMIN piBeHb aKTya/lbHUX
Kibep-3arpos i BpasnMBoCcTel KOPNOPATMBHOI MEPEXi LUAXOM:

iHBeHmapu3sauyii cmaHy 250+ MOHIMOPUH2Y PO3MieHHSA nepeBipKu Ha BionoBioHicmb
munis yugposux ma IT-akmusis npuBamHoi iHgpopmauii y 2500+ 1000+ cmaHdapmam 3 6e3neku
(Hanp. APIs, WEB, Domains, dsxepenax y DarkWeb ma komnaaeHcy (Hanp. PCI DSS,
Network, Code, Cloud, Mobile Apps, (Hanp. popymu xakepis, oe GDPR, NIST mowo)
Databases, Software mow0) Bi06yBaembCs mopaisns daHUMU)

LLO B PE3Y/IbTATI?

KoMnnekcHuiA 3BiT Npo NOTOYHMUM CTaH KibepBpasMBocTei KOMNaHii, 3oKpeMa:

(Hanp. giwuHzo8i po3cunku, cnnaHosaHi amaku, naposis Kopucmysadis
BUMOKU iHgpopmayil, moujo) (wo BrKe 3Hax0damMbCs B ny6idHOMy docmyni /151 3/10BMUCHUKIB)

) XPOHO/102i8 iHYUdeHMIB, w0 Bio6byuChH ) nepesik CKOMNpoOMemoBaHUX AI02iHIB i

Mo)«AuBicTb onepaTUBHO BigpearyBaTu Ha Ha6inbL KPUTUYHI Bpa3AUBOCTI
Ta cnN/IaHyBaTH 3aX0AM WOAO0 BAOCKOHa/eHHA Kibep3axucry

BOHYCMU Big BDO B YKpaiHi

BE3MOCEPEAHbO A0 3AMOBJIEHHA MOBHOI NOC/IYTY BE3KOLUTOBHO OTPUMAMTE:

LWBUAKUA CKOPUHT . MEPEBIPKY HA BUTOKU
3AXULLEHOCTI BESCAUTY i/abo YYT/INBOI IHOOPMALLIT
BALLOI KOMMNAHII B DARKWEB

A

3auikaBuaunca?
KoHTaKTh AnA 3BepHeHHs: n m u @

AHAPIA BOPEHKOB ™ aborenkov@bdo.ua BDO in Ukraine www.bdo.ua
Avpextop “BA0 Koncantunr” & +380 50 380 96 01 & info@bdo.ua

TOB «B/10~», yKpaiHCbKe TOBApMUCTBO 3 OGMEKEHOI0 BiAnoBiganbHicTio, € YneHom BDO International
Limited, 6puTaHCcbKOro TOBapuCTBa 3 BiZNOBiAaIbHICTIO, OGMEKEHOI0 FapaHTIAMM HMOro YEeHiB, a
TaKoX BXOAMTb [0 CKNAZYy MiXHapoAHoi Mepesxki HesanexHux dipm-unenis BDO. BDO — ue Hassa
6peHaa mepexi BDO i koxHoi ¢ipmmn-uneHa BDO.




